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HAVILLA UNIVERSITY NDE, IKOM 
Student Handbook 

 

Preamble 

The Student Handbook is the official statement of rules and regulations 

guiding student conduct in Havilla University. All items contained in this book 

are in effect at the date of publication in September 2021. All rules, 

regulations, and policies are subject to change through the appropriate 

faculties, departments, units, offices, and legislative bodies empowered by the 

University Senate, the Vice Chancellor, and the Board of Trustees of Havilla 

University. Any change in the items contained in the Student Handbook will be 

published in the appropriate departmental media. All students are responsible 

for acquainting themselves with the contents of the Student Handbook. If 

questions arise, do not hesitate to call the Dean, Student Affairs’ Office for 

clarification and/or assistance. 

 

 

1.1 Introduction to Havilla University 

It has always been the dream and aspiration of the owners of Steadyflow 

International Limited to nurture, train and produce dedicated and committed 

young men and women who shall become the curators, atrchitects and 

transformers of society. This dream has been inspired by the personal 

experiences of the owners and the impact education has made in their lives. It 

is also inspired by the need to give something back to society as recompense 

and recognition for the benefits and blessings that they have received from 

their communities, societies and Nigeria in general. The Chancellor of Havilla 

University has identified education as the single most important tool for the 

emancipation of the individual and for the transformation of society. 

The intent of Steadyflow International, the Proprietor of Havilla University, has 

also manifested in its engagement in the betterment of the lives of the less-

privileged in society. To further actualize the dream, the Proprietor established 

the Steadyflow Nursery and Primary School, Abuja in 2001, the Steadyflow 

International High School, Abuja in 2007 and the Steadyflow College of 

Education, Akparabong, Ikom in 2012. The good intentions of the Proprietor of 

Havilla University and the successes recorded in the provision of education at 

the nursery, primary, secondary, and tertiary levels have fueled the drive that 

led to the establishment of Havilla University as a centre of academic 

excellence. 

On November 6, 2021, the Unveiling Ceremony of Havilla University took place 
under the Chairmanship of Sen. Kanu Agabi, SAN, GCON, ably represented by 
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Sen. Victor Ndoma-Egba, SAN. During the occasion, The Chairman, Board of 
Trustees, Prof. Florence Banku Obi, represented by the Deputy Vice-Chancellor 

(Administration) of University of Calabar, performed the Investiture ceremony 
of the Pioneer Vice Chancellor  
of Havilla University, Prof. Samuel Tita Wara. Also on that occasion, the 

Representative of the Chairman of the occasion laid a foundation stone for the 

Proposed, Sen. KanuAgabi Faculty of Law. Two others were duly honoured by 

the Chancellor of the University, the Administrative Block was renamed the 

Sen. Victor Ndoma-Egba Senate Building while the Female Hostel Complex was 

renamed, Prof. Florence Banku Obi Hall. The final event of the Unveiling 

Ceremony was the celebration of the retirement of Mrs. Blessing A. O. 

Tangban, a Board Member of the Proprietor, Director of Education at the 

Steadyflow Group of Schools and wife of the Chancellor. Mrs. Tangban who 

went on voluntary retirement from the Petroleum Equalization Fund 

Management Board after twenty years of service, launched her maiden book, 

“The Memoirs of an African Village Girl”. Proceeds from the Book Launch were 

used to establish a Foundation for the Education of the Indigent Child at 

Havilla University.  

 

1.2 Vision  

The vision of Havilla University is ‘to be a leading University recognized, 

nationally and internationally, for promoting innovations in teaching, research 

and public service through its academic programmes'. 

 
1.3 Mission 

The mission of the Havilla University is 'to transform the lives of its students 

and staff and empower them with knowledge, skills and values to enable them 

excel in their fields, achieve successes and transform their societies'. 

 

1.4 Philosophy of the programme 

The philosophy of the Havilla University is guided by a five-point agenda that 

focuses on the impact of the University on its staff and students and the world 

at large. These cardinal points are: 

 

i. Knowledge creation — this is rooted in the philosophy that knowledge 

is power. It holds the belief that learning illuminates the mind and also 

brightens the paths of human beings to progressive self-discovery, 

leading to innovative contribution to development. Knowing that 

ignorance is darkness and darkness leads to poverty of mind, Havilla 
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University provides an atmosphere of academic liberty for in-depth 

discovery of mind and purpose; 

ii. Student-centered — this provides wide opportunities, resources and 

facilities to enhance students' learning in academic, moral and 

community activities. This way, an avenue that prepares young people to 

be intellectually sound, morally balanced and professionally proficient is 

instituted in Havilla University; 

iii. Community-participatory — this is to promote participatory 

management on the understanding that all stakeholders have 

contributory roles in the achievement of the goals and objectives of 

Havilla University; 

iv. Balancing Stability and Change — with relevance to the rapidly 

changing social and technological revolutions of the 21st Century, the 

Havilla University creates a balance in retaining positive values while it 

strives to reverse the depth of poverty and place relevance on the 

institution of entrepreneurial education, job creation and value re-

orientation; and 

v. Global Relevance — this ensures that the learning, teaching and 

community services shall embrace international perspectives and the 

impact of globalization, while acting locally to meet societal needs. This is 

built on excellence on the academic and research programmes of Havilla 

University. 

 

 

1.5 Objectives 

The law establishing Havilla University has outlined its objectives aimed at 

meeting its vision and mission. The objectives of Havilla University are to: 

 

 
i. Encourage the advancement of learning and to hold out to all persons 

without distinction of race, creed, sex or political conviction the 

opportunity of acquiring a higher and liberal education; 

ii. Provide sources of instruction and other facilities for the pursuit of 

learning in all its branches, and to make those facilities available on 

proper terms to such persons as are equipped to benefit from them; 

iii. Encourage and promote scholarship and conduct research in all fields of 

learning and human endeavour; 

iv. Evolve academic programmes to suit the changing social and economic 

needs of society through continuous review of curricular and 
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developments of new programmes through programme structural 

flexibility to respond to societal and technological changes; 

v. Create and expand access and opportunities for education, attract and 

retain quality students, researchers, and teachers, thereby assisting in 

developing human capital and mitigating the brain drain currently 

afflicting Nigeria; 

vi. Appreciate and stimulate interest in African and other regional cultural 

heritage and relating its activities to the social and economic needs of the 

people of Nigeria and the world; 

 
vii. Carry out basic and applied research leading to the domestication and 

application of new technology to the Nigerian context through 

collaborative linkages with other academic and research institutions in 

Africa and the rest of the world; 

viii. Establish a centre for entrepreneurial studies to stimulate job creation 

and innovative abilities in students from onset of their studies, in such a 

way that graduates shall be resourceful, self-reliant and job creators; and 

ix. Undertake other activities appropriate for teaching, research and 

community service as expected of a university of high standard. 

 

 

Steadyflow International Limited  Proprietor 

 

Board Of Trustees of Havilla University 

Prof. Florence B. Obi    Chairman 

Hon. Jones A. O. Tangban   Member 

Dr. Pius Tabi Tawo    Member 

Barr. Christopher Agara   Member 

Ms. Blessing Ayuk Tangban   Member 

Barr. Tawo E. Tawo, SAN   Member 

Pastor Olugbenga Olufisayo   Member 

Dr. Antor Odu Ndep    Secretary 

 

Hon. Jones AyukOjongTangban  Chancellor 

 

Principal Officers  

Prof. Samuel Tita Wara    Vice Chancellor  

TBD     Deputy Vice Chancellor (Academic) 

TBD     Deputy Vice Chancellor (Administration) 
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TBD     Registrar 

TBD     Librarian 

TBD     Bursar        

 

Other Officers  

Dr. Antor Odu Ndep             Director of Academic Planning 

Dr.. Helen Uzezi Wara Director of Admissions, Student Affairs & 

Establishment  

TBD     Director of Physical Planning 
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ORGANOGRAM OF HAVILLA UNIVERSITY 
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1.6 List of Current academic staff 

 

FAULTY OF COMPUTING AND SCICIENCES 

DEPARTMENT OF BIOLOGY 

S/N NAME OF 
ACADEMIC 

STAFF 

DISCIPLINE QUALIFICA
TION 

(specify) 

RANK  POSITI
ON 

1 Cecilia 

James 
Sunday 

Genetics & 

Biotechnology 

PhD. MSc. 

BSc 

Lecturer II Lecturer 

DEPARTMENT OF CHEMISTRY 

S/N NAME OF 

STAFF 

DISCIPLINE QUALIFICA

TION 

RANK POSITI

ON 

1 Barizomdu 
Tina Pii 

Analytical/Environ
mental Chemistry 

PhD. MSc. 
BSc 

Lecturer II Lecturer 

2 Uche 
Emmanuel 

Nwachi  

Biochemistry/Medi
cal Biochemistry 

PhD. MSc. 
BSc 

Lecturer I Lecturer 

DEPARTMENT OF COMPUTER SCIENCES 

S/N NAME OF 
STAFF 

DISCIPLINE QUALIFICA
TION  

RANK POSIIO
N 

1 Iwara 
Kommomo  

Computer Science MSc., BSc. Assistant 
Lecturer 

Lecturer 

2 Nsor 
Emmanuel 

Nsor 

Computer Science BSc. Technologis
t I 

Technol
ogist 

DEPARTMENT OF MATHEMATICS 

S/N NAME OF 
STAFF 

DISCIPLINE QUALIFICA
TION 

RANK POSITI
ON 

1 Samuel Tita 
Wara 

Electrical 
Electronics 

Engineering 

Ph.D., MSc., 
BSc. 

Professor Lecturer 

2 Raphael 

Owan Asu 

Statistics MSc. BSc. Assistant 

Lecturer  

Lecturer 

DEPARTMENT OF PHYSICS 

S/N NAME OF 
STAFF 

DISCIPLINE QUALIFICA
TION 

RANK POSITI
ON 

1 Samuel Tita 
Wara 

Electrical 
Electronics  
Engineering 

Ph.D. MSc. 
BSc. 

Professor Lecturer 

2  Anthony 
Ibe Ekene 

Physics MSc Assistant 
Lecturer 

Lecturer 
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FACULTY OF HEALTH SCIENCES 

DEPARTMENT OF MEDICAL LAB SCIENCE 

S/N      

1 Antor Ndep Public Health B.Sc., MPH, 

DrPH 

Senior 

Lecturer 

Lecturer  

DEPARTMENT OF NURSING SCIENCES 

S/N      

1 Antor 

Ndep 

Public Health B.Sc., MPH, 

DrPH 

Senior 

Lecturer 

Lecturer  

DEPARTMENT OF PUBLIC HEALTH 

1 Antor Ndep Public Health B.Sc., MPH, 
DrPH 

Senior 
Lecturer 

Lecturer  

      

 

FACULTY OF MANANGEMENT AND SOCIAL SCIENCES 

DEPARTMENT OF ACCOUNTING  

1 Mr. Kondo 
Augustine 

Kondo  

Account Staff MSC. BSc. Account 
Officer 1 

Account
ant 

      

DEPARTMENT OF BUSINESS ADMNISTRATION 

1 Antor Ndep Public Health B.Sc., MPH, 

DrPH 

Senior 

Lecturer 

Lecturer  

2 Dr. Helen 
U. Wara 

Business 
Administrations 

B.Sc., MBA, 
M.Sc., PhD 

Lecturer 
II 

Lecturer 

DEPARTMENT OF ECONOMICS 

1 Mr. Amechi 

E. Igharo 

Economics Dip. PA., B.Sc., 

M.Sc. 

Assistan

t 
Lecturer 

Lecturer 

 
GENERAL STUDIES UNIT 

S/N NAME OF 
STAFF 

DISCIPLINE QUALIFICA
TION 

RANK POSITI
ON 

1 Peter 

Augustine 
Silas 

Linguistics PhD., MSc. 

BSc 

Lecturer II Lecturer  

2 Benson 
Efegadi 

Egugozie 

French in 
International 

Relations  

Ph.D., MSc., 
BSc. 

Lecturer II Lecturer  

 
 

CORPERS 

S/N NAME OF DISCIPLINE QUALIFICA RANK POSITI



12 | P a g e  
 

STAFF TION ON 

1 Efosa 
Prosper 
Osarumwen

se 

 Science 
Laboratory 
Technology 

(Physiology & 
Pharmacology) 

BSc.   

2 Madonna 
Chinechere

m Ezeoke 

Parasitology & 
Entomocology 

BSc.   

3 Kim Danladi   Buiding 
Technology  

HND   

4 Mabel 
Ngwoke  

Pure and 
Industrial 

chemistry 

BSc.   

5 Morowooluw

a Dami 
Omowonuol

a 

Economics BSc.   

6 Nnebedum 
Glory 

Mechanical 
Engineering 

BSc.   

7 Deborah 
Ayomide 

Babarinde 

Biochemistry BSc.   

8 Fidelis 

Ndubuisi 
Asu 

Accounting BSc.   

 
BURSARY 

S/N NAME OF 
STAFF 

DISCIPLINE QUALIFICA
TION 

RANK POSITI
ON 

C Mr. Kondo 

Augustine 
Kondo  

Account Staff MSC. BSc. Account 

Officer 1 

Account

ant 

SECURITY OFFICERS 

S/N NAME OF 

STAFF 

DISCIPLINE QUALIFICA

TION 
(specify) 

RANK  POSITIO

N 

1 Mr. Shagari 
Mohammed 

   Security 
officer 

2 Mr. Donald 
Moses 

    

3 Mr. Kingsley 
Nsing 
Akonjom 
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S/N NAME OF 

STAFF 

DISCIPLINE QUALIFICA

TION 
(specify) 

RANK  POSITI

ON 

1 Millicient 

Ajam 

 O’level  Cleaner 

2 Mrs. Mary 

Ndoma  

 O’level  Cleaner 

3 Maureen 

Ibangha 
Bassey 

 O’level  Cleaner 

4 Alice 
Ukwudi 
Ibanye 

 O’level  Cleaner 

VEGETATION CONTROL 

S/N NAME OF 
STAFF 

DISCIPLINE QUALIFICA
TION 
(specify) 

RANK  POSITI
ON 

1 Enyani Nsed 
Ekara 

   Gardene
r 

 

 

2.0 General Admission Requirements 
Admission into Havilla University is open to candidates with the requisite 
qualifications and subject to written and/or oral examination as the University 

may determine. All applicants for admission into the University must be at 
least 16 years of age. Admission into Havilla University is open to all 

irrespective of Religion, Ethnic Group, Gender, Creed, and Disability. 
A general overview of the admission requirements are as follows: 

 For admission to 100 Level (via UTME), candidates must: obtain five (5) 

credits at SSCE (or equivalent) in relevant subjects at not more than 2 
sittings including credit passes in English and Mathematics; and attain 
acceptable points in UTME in relevant subjects 

 For admission by direct entry (200 Level), candidates must, in addition to 
having five (5) SSCE credits, obtain at least two (2) A' level (or its 

equivalent) passes in relevant subjects, or possess ND with credit passes, 
or possess a good first degree in another field as the case may be. 

 Credit passes in English Language and Mathematics are compulsory for 

admission into all courses. 
 Those who meet the requirements for admission shall be subjected to a 

screening interview to be conducted by the University. 

 

2.1 Grading system 
In evaluating the course work done by a student, a five-point grading system is 

adopted 
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Percentage Mark Letter Grade Grade Point Description 

70% - 100% A 5 Excellent 

60% - 69% B 4 Very Good 

50% -59% C 3 Good 

45% - 49% D 2 Fair 

40% - 44% E 1 Pass 

0% - 39% F 0 Fail 

 
 
 

 
2.1.1 Grade Point (GP) 

Each grade has points attached to it. Since Havilla University runs a five-point 
grading system, A is five points, B is four points, C isthree points etc. see table 
above. 

 
2.1.2 Credit Points (CP) 

This is obtained by multiplying grade points obtained in each registered course 
by their respective credit units in a semester/session. If a student scored an A 
in Chemistry which is a 3-credit course, the Credit points obtained are 5x3=15. 

 
2.1.3 Grade Point Average (GPA) 
For each semester, the students’ sum total credit points divided by the total 

number of credit units from courses registered for that semester gives the 
Grade Point Average (GPA).The GPA is for one semester only. By the end of the 

first semester, all Year One (100 Level) students normally get a GPA 
 
2.1.4 Cumulative Grade Point Average (CGPA) 

This is the up-to-date mean of the grade point average (GPA) earned by the 
student in a programme of study. This is obtained by multiplying the GPA by 
the respective credit units for all the semesters, adding these and dividing the 

total sum by the total number of credit units for all courses registered by the 
student. For 100 Level students, CGPA can only be calculated by the end of the 

session (end of two semesters). 
Note: ‘NR’ represents an incomplete result, and it is not use for calculating 
CGPA. 
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 How to Calculate GPA and CGPA 
 

COURSE CREDIT 
UNIT (X) 

GRADE 
SCORE AND 

GRADE POINT 
(W) 

TOTAL 
CREDIT 

POINTS 
(XW) 

GPA = 
∑XW/∑X 

GSS 101 2 B = 4 8  
 

65/18 

=3.61 

MTH 111 3 A = 5 15 

PHY 101 3 B = 4 12 

BIO 101 3 C = 3 9 

CHM 101 3 A = 5 15 

PUH 101 2 D = 2 

 

4 

GSS  131 

 

2 E =1 2 

TOTAL ∑X = 18  ∑XW=65 
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3.0 CONDITIONS FOR PROBATION AND WITHDRAWAL 

 Probation conditions 

Probation is a status granted to any student whose academic performance fall 
below the acceptable standard. There are two conditions that could place a 

student on probation status:  

i. Any student whose GPA or CGPA is below 1.50 (1.00 – 1.49)OR 

ii. Any student who has 15 credit units of failed courses irrespective of 

CGPA at the end of an academic year earns a period of Probation for one 

session.  

Students who are on Probation are expected to take only the failed probation 
courses. At the end of the probation year, a student may continue in the 

programme of study provided his/her CGPA is up to 1.50 or more. Otherwise, 
the student will be advised to change programme of study or withdraw from the 
University.  

 
 Withdrawal conditions 

A student whose GPA or CGPA drops below 1.00 (i.e., 0.01 – 0.99) or has more 

than 15 credit units of failed courses irrespective of CGPA will be withdrawn 
from the University.   

 

4.0 GRADUATION REQUIREMENT 

To graduate and for the award of any degree in Havilla University, the student 
must have completed and passed the prescribed courses and electives. 

 

4.1 Classification of B.Sc. Degree 
  Below is the classification of degree results for graduation. 

 

Cumulative Grade Point 
Average (CGPA) 

Class of Degree 
 

  4.50 - 5.0 First Class (Hons) 

  3.50 - 4.49 Second Class (Hons) Upper 
Division 

  2.40 - 3.49 Second Class (Hons) Lower 
Division 

  1.50 - 2.39 Third Class (Hons) 

  0.99 – 1.49  Fail 

 
** Please note that there is no PASS class of degree 
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DETAILED DESCRIPTION OF GENERAL STUDIES COURSES 
 FIRST SEMESTER 

s/n Course Code Course Title Credit 
Units 

100 LEVEL 

1 GST 111 Communications in English I 2 

2 GST 121 Use of Library, Study Skills & Information 
Communication Technology (ICT) 

2 

3 GST 131 Nigerian Peoples & Culture 2 

200 LEVEL 

1 GST 211 History & Philosophy of Science 2 

300 LEVEL 

2 GST 311 Introduction to Entrepreneurial Skills 2 

 
 SECOND SEMESTER 

s/n Course Code Course Title Credit 
Units 

100 LEVEL 

1 GST 112 Logic Philosophy & Human Existence 2 

2 GST 122 Communication in English II 2 

3 GST 132 Communication in French 2 

200 LEVEL 

1 GST 212 Peace Studies & Conflict Resolution 2 

2 GST 222 Introduction to Entrepreneurial Studies 2 

Note that students must pass all GST courses in order to graduate. 
 

 

 

 

 

 

 

 

5.0 HAVILLA UNIVERSITY GENERAL CODE OF CONDUCT 

 

Accommodation 

Havilla University is a fully residential institution. Students are not allowed to 

go out of campus at will. Should there be need for a student to go out of 

campus, appropriate permissions must be obtained which includes a verbal or 

written permission from the parent or guardian on record. 

 

Class attendance 
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All students must meet 75% attendance rate for any course in order to qualify 

for the end of Semester/sessional examinations. 

 

Cooking in the hostel 

Students are not allowed to cook in the hostels. All students are expected to eat 

from the cafeteria. Any violation of this rule will result in expulsion. 

 

Cults/confraternities 

Havilla University has zero tolerance for students with cult/confraternities 

affiliations. Any student that joins, organizes or encourages others to join such, 

or participates in cult-related activities within or outside the campus shall be 

expelled. 

 

Ikom fire crusade 

All students are required to participate in Ikom Fire Crusade activities which 

involves feeding and clothing widows and orphans as well as health, spiritual 

growth and life skills seminars. 

 

Meet the chancellor 

Every semester, a date shall be announced for a motivational session with the 

Chancellor. 

 

Religious activities 

There shall be a mid-week service every Wednesday at 5:30pm at the University 

Worship Center (UWC). 

 

Sports 

All students are to participate in sporting activities. It is our belief that 

everyone has some sporting ability. We intend to groom and raise champions 

who will compete favourably at all levels; local, national, 

international/Olympics. 

GENERAL DRESS CODE 

1. Mondays & Tuesdays: Western-style (Euro-American) office wear 

2. Wednesdays & Thursdays: African-style Office wear 

3. Fridays: HUNI Spirit (HUNI-branded T-shirts and cap) 

 

All students are expected to dress modestly at all times on and off 

campus. 

 

a. Bump shorts and ultra-miniskirts are prohibited.  
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b. All short dresses (above the knee length) must be worn over tights 

c. Tights must be worn with shirts or dresses that cover the buttocks 

d. Raggedy jeans are not allowed for both males and females 

e. Transparent shirts/blouses must be worn with the appropriate inner 

wear 

f. Off-shoulder dresses/blouses are not acceptable 

g. Dresses/blouses that show cleavage are not acceptable except if worn 

with appropriate inner wear 

h. Students must be clean shaven at all times. 

i. Male haircut must not be higher than one centimetre.  

j. For females, multi-coloured and ultra-long braids are not allowed 
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6.0 DEPARTMENT OF CYBER SECURITY (B.sc CYBER 
SECURITY) 
 
6.1 Introduction of the Programme 
Recent developments in computing, network technologies, Internet, cloud 

technologies have made reliability and secure exchange of digital information 
vital to most human activities including banking, medicine, infrastructure 
management and elections. As the use of information technology expands, so 

are the potential consequences of cyber-attacks, and the need for skilled 
workforce to prevent and defend against them. Unfortunately, the pool of 

available talent to build and certify applications designed to withstand attacks, 
diagnose and prevent security intrusions is inadequate to meet the growing 
needs all over the world. Government agencies, Business Organizations, 

Industries and Military are scrambling to find qualified professionals to 
safeguard their systems, businesses and Infrastructures. 

6.2   Philosophy  
To evolve a broad strategy for human resource development that encompasses 
educational, cultural, social and political development such that graduates can 

possess the unique cyber security ability to protect digital assets, guard critical 
infrastructure, and business ecosystem amongst others. 

6.3   Objectives 
The programme aims to build capacity and develop human capital in the field 

of cyber security and to safeguard business transactions as well as corporate 
assets, nationally and globally. In other words, the Cyber Security programme 
is to equip graduates with the knowledge and skills required to protect people, 

computers, networks, programmes, data and other critical infrastructure from 
attack, damage or unauthorised access. 

The objectives of the programme are to: 

1. provide graduates with a broad and balanced foundational knowledge of 

cyber security; 

2. equip graduates with the capacity to analyse cyber security threats and 
risks for organisations; 

3. develop graduates on basic skills that would enable them to detect and 

prevent cyber-fraud; 
4. equip graduates with the capacity to develop detective codes and 

supportive software agents to address cyber security threats; 
5. equip graduates with digital forensic science techniques for the detection 

of cybercrimes; 

6. equip graduates with knowledge of cryptography for the privacy of the 
information on computer systems; 

7. prepare graduates for self-employment and job placement in government 

and industries; and 
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8. develop graduates for professional practice and commitment to lifelong 
learning. 

The focus of this programme is to equip students with the knowledge, 
understanding and skills to gather, analyse, develop and present evidence 

gained from computer systems, professionally, to understand the impact of 
cybercrime and events upon business and the public and to be able to identify 
and implement specific security practices, features and techniques to enhance 

the security of computer and computer-based systems. 

The related fields are Computer Science, Software Engineering, Criminology, 

Forensic, Information Technology, Information Systems and Data Science.  

The following are possible areas of specialization: Cyber Security Analysis, 

Information System Security, Network Security, Digital Forensic Analysis, 
among others. 
 

6.4 Course Requirement 
The entry requirements shall be at least credit level passes in five subjects 

including English Language, Mathematics, Physics to form the core subjects 
with credit in any other two relevant science subjects, at the Senior Secondary 
School Certificate or its equivalent. In addition, an acceptable pass in the 

Unified Tertiary Matriculation Examination (UTME), with the relevant subject 
combination is required for admission into 100 Level. Candidates with two A 

level passes (graded A-E) at the GCE/IJMB/JUPEB Advanced Level in relevant 
subjects (Chemistry, Mathematics and Physics) may be admitted into 200 level. 
This is in addition to fulfilling the requirement of a minimum of credit level 

passes in five relevant subjects at SSCE or WASCE/GCE O level as indicated 
above. 
 

 

7.0 CURRICULUM FOR B.Sc.(Hons.) IN CYBER SECURITY 

100 LEVEL 

 
FIRST SEMESTER        

Course 
Code 

Course Title  Status Credit 
Units 

HUN 101 God factor and 21st century 
challenges 

R 1 

HUN 121 Security Education I R 1 

GST 111 Communications in English I C 2 

GST 121 Use of Library, Study Skills and 
Information Communication 

Technology (ICT) 

C 2 

GST 113 Nigerian Peoples & Culture C 2 

MTH 101 General Mathematics I C 3 
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PHY 101 General Physics I C 3 

PHY 107 General Physics Laboratory I C 1 

BIO 101 General Biology I C 3 

BIO 107 General Biology Practical I C 1 

CHM 

101 

General Chemistry I C 3 

CHM 

107 

Experimental Chemistry I C 1 

CSC 101 Introduction to Computer Science C 2 

TOTAL CREDIT UNITS                 25 

 

SECOND SEMESTER  
 

Course 
Code 

Course Title  Status Credit 
Units 

HUN 
102 

God factor and 21st century  
challenges II 

R 1 

HUN 
122 

Security Education II R 1 

GST 

112 

Logic Philosophy & Human 

Existence 

C 2 

GST 

122 

Communication in English II C 2 

GST 

123 

Communication in French C 2 

MTH 

102 

General Mathematics II C 3 

MTH 

103 

General Mathematics III C 3 

CYB 
102 

Fundamentals of Cyber Security I C 3 

STA 102 Statistics for Physical Sciences & 
Engineering 

C 3 

PHY 
102 

General Physics II C 3 

PHY 
108 

General Physics Laboratory II C 1 

CSC 
102 

Introduction to Problem Solving C 2 

TOTAL CREDIT UNITS 26 

 

200 LEVEL 
FIRST SEMESTER  

Course 
code 

Course Title Statu
s 

Credi
t 
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units 

HUN 
201 

 
R 

1 

HUN 
221 

 
R 

1 

GST 211 
Environment and Sustainable 
Development  

C 
2 

CYB 201 Fundamentals of cyber security II C 2 

CYB 203 Cyber security in business and 
industry 

C 2 

CYB 205 Introduction to digital forensics C 2 

CSC 201 Computer programming I C 3 

CSC 205 Operating systems C 3 

MTH 
201 

Mathematical methods I C 3 

MTH 
203 

Linear algebra C 2 

 TOTAL CREDIT UNIT 21 

 
SECOND SEMESTER   

 

Course 

code 

Course title   Credit 

units 

HUN 

202 
 

R 
1 

HUN 

212 
 

R 
1 

GST 222 Peace Studies & Conflict 

Resolution 

C 2 

GST 223 Introduction to Entrepreneurial 
Studies 

C 2 

GST 224 Leadership Skills C 2 

CYB 202 System and network 
administration 

C 3 

CYB 204 Computer communication 
networks 

C 3 

CYB 206 Enterprise and perimeter security C 2 

CYB 208 Information security policy C 2 

CSC 202  Computer programming II C 3 

CSC 204 Data structures C 3 

CSC 208 Discrete structures  C 3 

 TOTAL CREDIT UNITS 27 

 
 

300 LEVEL 
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FIRST SEMESTER  
 

 
 

 
 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 
SECOND SEMESTER  

Course 
code 

Course title  Credit 
units 

HUN 
302 

 R 1 

HUN 
312 

 R 1 

CYB 399 Industrial training   6 

 TOTAL CREDIT UNITS 8 

 
 

400 LEVEL 
FIRST SEMESTER  

Course 
code 

Course Title Status Credit 
units 

HUN 401  R 1 

HUN 402  R 1 

CYB 401 Database management and 
control systems 

C 2 

CYB 403 Systems vulnerability 
assessment and testing 

C 3 

CYB 405 Cloud computing security C 2 

CYB 407 Information disaster recovery C 2 

Course 

code 

Course title Status Credit 

units 

HUN 
301 

 R 1 

HUN 
311 

 R 1 

GST 311 Introduction to Entrepreneurial 
Skills 

C 2 

CYB 301 Software defined networks  C 2 

CYB 303 Cryptographic techniques C 2 

CYB 305 Biometrics security engineering C 2 

CYB 307 Information security engineering C 2 

CYB 309 Systems security C 2 

CSC 310 Algorithms and complexity 
analysis 

C 3 

CSC 315 Computer organization and 
architecture 

C 3 

CSC 321 Systems analysis and designs C 2 

TOTAL CREDIT UNITS  22 
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CYB 409 Volp and multimedia security  C 2 

CSC 403 Software engineering C 3 

CSC 411 Artificial intelligence C 2 

CYB 499 Final year students projects  6 

 TOTAL CREDIT UNITS 24 

 
ELECTIVES (At least 2 course units) 

S/N Course 
code 

Course Title Credit 
units 

1 CYB 413 Enterprise security and 
information assurance 

2 

2 CYB 411 Security strategies for web 
applications and social 
networks 

2 

3 CYB 415 Forensic analysis 2 

4 CYB 417 Threats,exploits, and 
countermeasures 

2 

5 CYB 419 Application security 2 

TOTAL CREDIT UNITS 10 

 
 
 

 
 

SECOND SEMESTER  

Course 
code 

Course Title Status Credit 
units 

HUN 402  R 1 

HUN 412  R 1 

CYB 402 Fault tolerant computing C 2 

CYB 404 Cryptography: algorithms and 
applications  

C 3 

CYB 406 Cyber law  C 1 

CYB 408 Information security risk 

analysis and management 

C 2 

CYB 410 Ethical hacking and reverse 
engineering 

C 2 

CYB 412 Special topics on information 
security 

C 2 

CYB 482 Modelling and simulation C 3 

 TOTAL CREDIT UNITS 17 
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ELECTIVES (At least 2 course units) 
 

S/N Course 
code 

Course Title Credit 
units 

1 CYB 414 Information security models 2 

2 CYB 420 Privacy in a networked world 2 

TOTAL CREDIT UNITS  

 
 
 

 
DIRECT- ENTRY PROGRAMME FOR CYBER SECURITY PROGRAMME 

200 LEVEL 

 
FIRST SEMESTER  

Course 
code 

Course Title Statu
s 

Credi
t 

units 

HUN 
101 

The God factor and 21st century 
challenges I 

R 1 

HUN 
121 

Security Education 1 R 1 

HUN 
201 

 R 1 

HUN 
221 

 R 1 

GST 
111 

Communications in English I C 2 

GST 
121 

Use of Library, Study Skills and 
Information Communication 
Technology (ICT) 

C 2 

GST 
113 

Nigerian Peoples & Culture C 2 

GST 
211 

Environment and Sustainable 
Development  

C 
2 

GST 
223 

Introduction to Entrepreneurship C 2 

CYB 
201 

Fundamentals of cyber security II C 2 

CYB 
203 

Cyber security in business and 
industry 

C 2 

CYB 
205 

Introduction to digital forensics C 2 

CSC 
201 

Computer programming I C 3 
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CSC 

205 

Operating systems C 3 

MTH 
201 

Mathematical methods I C 3 

MTH 
203 

Linear algebra C 2 

 TOTAL CREDIT UNITS 31 

 
SECOND SEMESTER   

Course 

code 

Course title  Status Credit 

units 

HUN 

102 

The God factor and 21st century 

challenges II 

R 
1 

HUN 

122 
Security Education II 

R 
1 

HUN 

202 
 

R 
1 

HUN 

212 
 

R 
1 

GST 112 Logic Philosophy & Human 
Existence 

C 2 

GST 122 Communication in English II C 2 

GST 123 Communication in French C 2 

GST 222 Peace Studies & Conflict 

Resolution 

C 2 

GST 223 Introduction to Entrepreneurial 
Studies 

C 2 

GST 224 Leadership Skills C 2 

CYB 202 System and network 
administration 

C 3 

CYB 204 Computer communication 

networks 

C 3 

CYB 206 Enterprise and perimeter security C 2 

CYB 208 Information security policy C 2 

CSC 202  Computer programming II C 3 

CSC 204 Data structures C 3 

CSC 208 Discrete structures  C 3 

 TOTAL CREDIT UNITS 35 

 
300 LEVEL 

FIRST SEMESTER  

Course 

code 

Course title Status Credit 

units 

HUN  R 1 
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SECOND SEMESTER  
 

Course 
code 

Course title Status Credit 
units 

HUN 
302 

 R 1 

HUN 
312 

 R 1 

CYB 399 Industrial training  C 6 

 TOTAL CREDIT UNITS 8 

 
400 LEVEL 

 

FIRST SEMESTER  

Course 

code 

Course Title Status Credit 

units 

HUN 401  R 1 

HUN 402  R 1 

CYB 401 Database management and 

control systems 

C 2 

CYB 403 Systems vulnerability 

assessment and testing 

C 3 

CYB 405 Cloud computing security C 2 

CYB 407 Information disaster recovery C 2 

CYB 409 Volp and multimedia security  C 2 

CSC 403 Software engineering C 3 

CSC 411 Artificial intelligence C 2 

301 

HUN 
311 

 R 1 

GST 311  Introduction to Entrepreneurial 
Skills 

C 2 

CYB 301 Software defined networks  C 2 

CYB 303 Cryptographic techniques C 2 

CYB 305 Biometrics security engineering C 2 

CYB 307 Information security engineering C 2 

CYB 309 Systems security C 2 

CSC 310 Algorithms and complexity 

analysis 

C 3 

CSC 315 Computer organization and 

architecture 

C 3 

CSC 321 Systems analysis and designs C 2 

 TOTAL CREDIT UNITS 22 



10 | P a g e  
 

CYB 499 Final year students projects C 6 

 TOTAL CREDIT UNITS 23 

 

ELECTIVES (At least 2 course units) 

Course 

code 

Course Title Credit 

units 

CYB 413 Enterprise security and 

information assurance 

2 

CYB 411 Security strategies for web 
applications and social 

networks 

2 

CYB 415 Forensic analysis 2 

CYB 417 Threats,exploits, and 
countermeasures 

2 

CYB 419 Application security 2 

 TOTAL CREDIT UNITS 10 

 
SECOND SEMESTER  

Course 
code 

Course Title Status Credit 
units 

HUN 402  R 1 

HUN 412  R 1 

CYB 402 Fault tolerant computing C 2 

CYB 404 Cryptography: algorithms and 

applications  

C 3 

CYB 406 Cyber law  C 1 

CYB 408 Information security risk 
analysis and management 

C 2 

CYB 410 Ethical hacking and reverse 
engineering 

C 2 

CYB 412 Special topics on information 
security 

C 2 

CYB 482 Modelling and simulation C 3 

 TOTAL CREDIT UNITS 17 

 
ELECTIVES (At least 2 course units) 

 

S/N Course 

code 

Course Title Credit 

units 

1 CYB 414 Information security models 2 

2 CYB 420 Privacy in a networked world 2 

TOTAL CREDIT UNITS  
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COURSE SYNOPSES 
 
GST 111 Communication in English I                        (2 Units) 

 
Effective communication and writing in English Language skills; writing of 

essay, letters, speeches, public announcements, minutes of meetings and term 
papers; Reading and listening of Comprehension; sentence construction, 
outlines and paragraphs; collection and organization of materials; punctuation. 

 
GST 112 Logic, Philosophy and Human Existence                      (2 Units) 

A brief survey of the main branches of Philosophy Symbolic; Local Special 
symbols in symbolic logic-conjunction; negation, affirmation, disjunction, 
equivalent and conditional statements law of tort; The method of deduction 

using rules of inference and bi-conditionals qualification theory; Types of 
Discourse; Nature of arguments, Validity and soundness; Techniques for 
evaluating arguments. 

 
 

GST 113 Nigeria Peoples and Culture                         (2 Units) 
Nigerian history, culture and arts in pre-colonial times; Nigerian’s perception of 
his world; culture areas of Nigeria and their characteristics; evolution of Nigeria 

as a political unit; indigene/settler phenomenon, concepts of trade; economic 
self-reliance; Social justice, Individual and national development; Norms and 
values; Negative attitude and conducts (cultism and related vices); Re-

orientation of moral and national values; Moral of obligations of citizens; 
Environmental problems. 

 
GST 121 Use of Library, Study Skills & Information Communication 
Technology (ICT)                                                    (2 Units) 

 
Brief history of libraries; library and education; University libraries and other 

types of libraries; study skills (reference services). Types of library materials, 
using library resources including e-learning, e-material, etc.; understanding 
library catalogue and classification; Copyrights and its implication; Database 

resource, Bibliographic citations and referencing; Development of modern ICT; 
Hardware technology, Software technology, Input devices, Storage devices and 
Output devices; word processing skills. 
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GST 122 Communication in English II                        (2 Units) 
 

Logical presentation of papers; phonetics; instruction on lexis; art of public 
speaking and oral communication; figures of speech; precise; report writing. 

 
 
GST 123 Communication In French                (2 Units) 

 
 Introduction to French; French Alphabets and Sounds – Writing and 
Pronunciation; French Syllabus –Writing and Pronunciation; French Words – 

Writing and Pronunciation; Phrases, Simple Sentences and Paragraphs; 
Conjunction, dialogue; Advance Study of Sentences. 

 
GST 211 Environment And Sustainable Development             (2 Units) 
 

Man- his origin and nature; man and his cosmic environment; scientific 
methodology; science and technology in the society and service of man; 

renewable and non-renewable resources – man and his energy resources; 
environmental effects of chemical plastics; Textiles, waste and other material; 
Chemical and radiochemical hazards; introduction to the various areas of 

science and technology; Elements of environmental studies.   
 
GST 222 Peace And Conflict Resolution                                        (2 Units) 

 
Introduction to entrepreneurship and new venture creation; Entrepreneurship 

in theory and practice; Forms of business, Staffing, Marketing and new 
venture; determining capital requirements, raising capital; Financial planning 
and management; starting a new business, Feasibility studies; Innovation; 

legal Issues; Insurance and environmental consideration. Possible business 
opportunities in Nigeria.   
 

GST 223   Introduction to Entrepreneurship                                 (2 Units) 
Introductory Entrepreneurial skills: Relevant Concepts: Enterprise, 

Entrepreneur, Entrepreneurship, Business, Innovation, Creativity, Enterprising 
and Entrepreneurial Attitude and Behaviour. History of Entrepreneurship in 
Nigeria. Rationale for  

Entrepreneurship, Creativity and Innovation for Entrepreneurs. Leadership 
and Entrepreneurial Skills for coping with challenge. Unit Operations and Time 

Management. Creativity and Innovation for Self-Employment in Nigeria. 
Overcoming Job Creation Challenges. Opportunities for Entrepreneurship, 
Forms of Businesses, Staffing, Marketing and the New Enterprise. Feasibility 

Studies and Starting a New Business. Determining Capital Requirement and 
Raising Capital. Financial Planning and Management. Legal Issues, Insurance 
and Environmental Considerations.    
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GST 224 Leadership Skills                                  (2 Units) 
Transformation is a fundamental shift in the deep orientation of a person, 

organization or society such that the world is seen in new ways and new 
actions and results become possible that were impossible prior to the 

transformation. Transformation happens at the individual level but must be 
embedded in collective practices and norms for the transformation to be 
sustained. Leadership Development Programme (LDP) proposes novel 

approaches to teaching and learning, which emphasizes the practical 
involvement of participants. It is interactive and involves exercises and actual 
implementation of breakthrough projects by teams that make difference in the 

lives of the target population. In this course, leadership concepts comprising of 
listening, conversation, emotional intelligence, breakthrough initiatives, gender 

and leadership, coaching and leadership, enrolment conversation and forming 
and leading teams will be taught. 
 

 
 

GST 311 Introduction To Entrepreneur Skills                                (2 Units) 
 The course is a continuation of GST 222 (Entrepreneur studies). Attention is 
given to Personal management, Financial Management, Machinery 

management, concept of marketing, salesmanship, available trade for 
entrepreneurs and decision making, students are expected to be exposed on 
some of the entrepreneurial skills. 

Some of the ventures to be focused upon include the following: 1. 
Soap/Detergent, tooth brushes and tooth paste making 2. Photography 3. 

Brick, Nails, screws making 4. Dyeing/textile blocks paste making 5. Rope 
making 6. Plumbing 7. Vulcanizing 8. Food process/packaging/preservation 
9. Production of Chemical and allied products. 

 
BIO 101: General Biology I                   (3 Units) 

Cell structure and organization, functions of cellular organelles, diversity, 

characteristics and classification of living things, general reproduction, 

interrelationship of organisms; heredity and evolution, elements of ecology and 

types of habitats. 

 

BIO 102: General Biology I           (3 Units) 

A generalized survey of the plant and animal kingdoms based mainly on the 

study of similarities and differences in the external features, ecological 

adaptation of these forms. 

 

BIO 107: Practical Biology I                                                            (1 Unit)  
Laboratory experiments designed to illustrate the topics covered in BIO 101 
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BIO 108: Practical Biology II             (1 Unit) 
Experiments designed to emphasize the practical aspects of topics of course 

BIO 102 
 

CHM 101: General Chemistry I                                                      (3 Units) 

Atoms, molecules and chemical reactions. Modern electronic theory of atoms. 

Electronic configuration, periodicity and building up of the periodic table. 

Hybridization and shapes of simple molecules. Valence Forces; Structure of 

solids. Chemical equations and stoichiometry. Chemical bonding and 

intermolecular forces. Kinetic theory of matter. Elementary thermochemistry. 

Rates of reaction. Equilibrium and thermodynamics. Acids, bases and salts. 

Properties of gases. Redox reactions. Introduction to electrochemistry. 

Radioactivity. 

 
 

CHM 102: General Chemistry II                                                     (3 Units)  

Historical survey of the development and importance of organic chemistry; 

Fullerenes as fourth allotrope of carbon, uses as nanotubules, nanostructures, 

nanochemistry. Electronic theory in organic chemistry. Isolation and 

purification of organic compounds. Determination of structures of organic 

compounds including qualitative and quantitative analysis in organic 

chemistry. Nomenclature and functional group classes of organic compounds. 

Introductory reaction mechanism and kinetics. Stereochemistry. The chemistry 

of alkanes, alkenes, alkynes, alcohols, ethers, amines, alkyl halides, nitriles, 

aldehydes, ketones, carboxylic acids and derivatives. The chemistry of selected 

metals and non-metals. Comparative chemistry of Groups IA, IIA and IVA 

elements. Introduction to transition metal chemistry. 

 

CHM 107: Practical Chemistry I                                                      (1 Unit)  

Fundamentals of laboratory safety and practice, basics of presentation of 

experimental data and report, measurement of masses and volumes, 

preparation and standardisation of solutions, determination of percentage 

purity of inorganic acids and bases, titrimetric analysis and determination of 

pH and pOH of select solutions. 

 

CHM 108: Practical Chemistry II                                                     (1 Unit)  

Qualitative inorganic analysis: identification and determination of cations such 

as Groups IA, IIA and IIIA, transition metals and anions such as the halides, 
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OH-, CO32- and SO42-. Qualitative organic analysis: identification tests for 

basic functional groups such as alkanes, alkenes, alkynes, alcohols, ketones 

and carboxylic acids. 

 

  CSC 101: Introduction to Computer Science                               (3 Units) 

 
Survey of computers and information processing and their roles in society. This 

course introduces a historical perspective of computing, hardware, software, 

information systems, and human resources and explores their integration and 

application in business and other segments of society. Students will be 

required to complete lab assignments using the PC’s operating system, and 

several commonly used applications, such as word processors, spreadsheets, 

presentations, graphics and other applications. Internet and on-line resources, 

browsers and search engines. 

 

MTH 101: Algebra                                                                        (3 Units) 
 

Real number system; Elementary Set Theory; Theory of Quadratic Equations; 

Polynomials; Partial Fractions; Real Sequences and Series; Mathematical 

Induction; Permutations and Combinations; The binomial theorem and its 

applications; Complex Numbers. 

 

PHY 101: General Physics I                                                           (3 Units) 

Space and time, frame of references; Units and dimension; Vectors; 

Kinematics; Fundamental laws of Mechanics, statics and dynamics; Work, 

Energy and Power; Conservation laws; Universal gravitation; Rotational 

dynamics and angular momentum Molecular treatment of properties of 

matter; Elasticity: Hook’s law, Young’s, Shear, and  Bulk moduli; 

Hydrostatics: Density, Pressure; Buoyancy: 

Archimedes’Principles; Hydrodynamics: streamline, turbulence, Bernoulli and 

continuity equations, Reynold’s number, Viscosity: laminar flow, Poiseuille’s 

law; Surface tension; Capillarity: Adhesion, cohesion, drops and bubbles. 

Temperature: the zeroth law of thermodynamics, heat: gas laws of 

thermodynamics, transfer, expansion, kinetic theory of gas; Waves: sound, 

applications. 

 

PHY 102: General Physics II                                                          (3 Units ) 
Optics: Reflection at Plane, curved surfaces; Refraction through Plane surfaces; 
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Thin Lenses; Optical instruments; Electrostatics; Conductors and Currents; 

Dielectrics; Magnetic fields and induction; Maxwell’s equations; 

Electromagnetics oscillations and waves & its Applications; Semiconductors; 

Thermionic Emission; Electrons, Photons, and the Atom; Photoelectric effect; 

Atomic nucleus and Radioactivity; Compton effect; de-Broglie Hypothesis; Dual 

nature of Matter; Nuclear reactions: Fission and Fusion, Thermonuclear 

reaction; Uncertainty Principle. 

 

PHY 107/108: Practical Physics I/II                      (1 Unit Each) 

 
This introduction course emphasizes quantitative measurements, the 

treatment of measurement errors, and graphical analysis. A variety of 

experimental techniques will be employed. The experiment includes studies of 

metres, the oscilloscope, mechanical systems, electrical and mechanical 

resonant systems, light, heat, viscosity, etc., covered in PHY 101 and PHY 102. 

 

MTH 103 Elementary Mathematics III (Vectors, Geometry and Dynamic                                                                                                                                         

                                                                                                     (3 units) 

Geometric representation of vectors in 1- dimensions, components, direction 

cosines. Addition, scalar, multiplication of vectors, linear independence. Scalar 

and vector products of two vectors. Differentiation and integration of vectors 

with respect to a scalar variable. Two-dimensional co-ordinate geometry. 

Straight lines, circles, parabola, ellipse, hyperbola. Tangents, normal, 

elementary mathematics IV. Impact of two smooth sphere and of a sphere on a 

smooth sphere.  

 

CYB 102 Fundamentals of cyber security I                                   (2 Units) 

Provides an overview of the introductory topics in cyber security.  Topics 

include basic concepts of Confidentiality, Integrity, Availability, Authentication, 
Access Control, Non-Repudiation and Fault-Tolerant methodologies for 
implementing security, security policies, best current practices, testing 

security, and incident response, risk management, disaster recovery, access 
control, basic cryptography and software application vulnerabilities. 

 
200 LEVEL 

CYB 201 Fundamentals of cyber security I                                    (2 Units) 

Operating system protection mechanisms, intrusion detection systems, formal 
models of security, cryptography, Steganography, network and distributed 

system security, denial of service (and other) attack strategies, worms, viruses, 
transfer of funds/value across networks, electronic voting, secure applications, 
homeland cybersecurity policy, and government regulation of information 

technology. 
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CYB 203 Cyber security in business and industry                        (2 Units) 
Prerequisite – CYB 102 

A study of the application and integration of cybersecurity principles, 
frameworks, standards, and best practices to the management, governance, 
and policy development processes for businesses. Discussion covers the 

organization, management, and governance of cybersecurity for enterprise IT in 
business settings; risk and risk management practices; and development and 

implementation of industry-wide cybersecurity initiatives and programs. 
 
CYB 205 Introduction to digital forensics                                    (2 Units) 

This course will examine digital forensic as it relates to both civil and criminal 
investigations. The course content includes best practices in securing, 
processing, acquiring, examining and reporting on digital evidence. Students 

will be exposed to current technologies and methods as well as leading edge 
techniques with practical based projects and research opportunities. 

 
CSC 201  Computer Programming I                                               (3 Units) 

Introduction to problem solving methods and algorithm development, 
designing, coding, debugging and documenting programmes using techniques 

of a good programming language style, programming language and 
programming algorithm development. A widely used programming language 

should be used in teaching the above.   
 
CSC 205       Operating System I                               (3 Units) 

Overview of O/S: Role & Purpose, Functionality Mechanisms to Support Client- 
server       models, hand-held devices, Design Issues influences of Security, 
networking, multimedia, Windows. O/S Principles: Structuring methods, 

Abstraction, processes of resources,            Concept of APIS Device 
organization interrupts.  
 

MTH 201    Mathematical Methods 1      (3 Units)   

Real-valued functions of a real variable. Review of differentiation and 

integration and their applications. Mean value theorem. Taylor series. Real-
valued functions of two or three variables. Partial derivatives chain rule, 

extrema, languages multipliers. Increments, differentials and linear 
approximations. Evaluation of line integrals. Multiple integrals.  Pre-requisite -
MTH 103.   
 

MTH 203   Sets, Log and Algebra                                                  (3 Units) 

Pre-requisite-MTH 101 

Introduction to the language and concepts of modern Mathematics. Topics 

include; Basic set theory: mappings, relations, equivalence and other relations, 
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Carsten products. Binary logic, methods of proof. Binary operations, algebraic 
structures, semigroups, ring, integral domains fields. Homeomaphics, Number 
systems; properties of integers, rationals, real and complex numbers. 

 

CYB 202 System and network administration                               (2 Units)   

Prerequisite – CYB 201 

This course focuses on the tasks and issues involved in the administration of 

distributed computing networks. Topics include user access and privileges, 
DHCP, DNS, remote access, file and print, update and patch management, 
security and network management service Authentication, Authorization, and 

Accounting systems are covered with emphasis on using cross-platform 
authentication. Network services including firewalls, DNS, mail, and web 

services, SANs, WAN administration, and network management tools. Topics 
will be covered from a practical, business-oriented, cost/benefit perspective 
and best practice implementation techniques. Hands-on experience will include 
representative technology from each of these areas. 

CYB 204 Computer Communications Networks                             (3 Units) 
Prerequisite – CYB 101 
Basic concepts of networking. Network topologies. The concept of layered 

architecture modelling including OSI and the TCP/IP protocol suite. Client-
server communications, physical layer functionalities including signaling, 

modulation, multiplexing, line coding and synchronization. Transmission 
media. Network performance measures. data vs. signaling rates, channel 
bandwidth and capacity. Link layer functionalities including frame 

synchronization. Circuit, packet and virtual circuit switching technologies, loal 
area network technologies including ETHERNET, Token Rings. Multiple-access 
schemes such as CSMA/CD, CSMA/CA and Token –passing, MAC addressing, 

Switched vs. shared ETHERNETs. Performance evaluation, including 
throughout and delays, Internetworking devices including repeats, bridges, 

switches, routers and gateways. Network layer protocols, including IP, ARP and 
ICMP. IP addressing schemes. Subnetting, internet routing including protocols 
used in the internet such as RIP, OSPF and BGP. Transport layer protocols 

including UDP and TCP. Ports and sockets. TCP connection establishment. 
Error, flow and congestion control in TCP. Applications layer protocols such as 

HTTP, FTP, DNS, STMP, TELNET.  
 
CYB 206 Enterprise and perimeter security                                 (2 Units) 

Pre-requisite – CYB 201 
Students will examine network-based attacks, whether originating from the 
Internet or the local LAN, and learn about ways to protect, detect, and defend 

the enterprise network from such attacks. Perimeter security (Firewalls, IDS, 
IPS, VPN, proxy servers) enterprise security policies, as well as securing devices 

on large-scale distributed networks. Students will participate in hands-on 
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experiments and demonstrate their understanding of subject matter via writing 
and presentations. 

 
CYB 208   Information security policy                                         (2 Units) 

Prerequisite – CYB 102 
Addresses ethical, legal, and policy frameworks within which information 
assurance and secure development lifecycle professionals must practice. 

Covers ethical, moral, legal and policy issues related to computers and 
telecommunications systems, such as how they impact privacy, fair 
information practices, equity, content control, and freedom of electronic 

speech. 
 

CSC 202: Computer Programming II                                              (3 units)  
Principles of good programming, structured programming concepts, Debugging 
and testing, string processing, internal searching and sorting, recursion.  Use a 

programming language different from that in CSC 201.  E.g. C-Language  
  

CSC 204: Fundamentals of Data Structures                                     (3 Units) 
 Primitive types, Arrays, Records Strings and String processing, Data 

representation in memory, Stack and Heap allocation, Queues, TREES.  
Implementation Strategies for stack, queues, trees.  Run time Storage 
management; Pointers and References, linked structures.  

 
CSC 208: Discrete Structure                                                          (3 Units)  

Basic Set Theory: Basic definitions, Relations, Equivalence Relations Partition, 
Ordered Sets. Boolean Algebra & Lattices, Logic, Graph theory: Directed and 

Undirected graphs, Graph Isomorphism, Basic Graph Theorems, Matrices; 
Integer and Real matrices, Boolean Matrices, Matrices med m, Path matrices.  

Adjacency Vectors/Matrices: Path adjacency matrix, Numerical & Boolean 
Adjacency matrices.  Applications to counting, Discrete Probability Generating 
Functions,  

  

 

 
300 LEVEL 

CYB 301  Software defined networks                                         (2 Units) 
Prerequisite – CSC 201 
History, Motivation and Concept of SDN, SDN Architecture, SDN Application, 

Controller, Data path, Control to Data-Plane Interface (CDPI), SDN Northbound 
Interfaces (NBI), Deployment Models, Application areas of SDN, Security Using 
SDN Paradigm. 

 
CYB 303 Cryptographic techniques                                         (2 Units) 

Explores symmetric and asymmetric cryptography, key management, and 
encryption algorithms such as DES, AES, RSA, and PGP. Discusses PKI, SSL, 
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and VPN including how to use protocols, hashing, digital signatures, and 
certificates and certificate authorities. Covers policies, procedures, and 

methods for the proper use of cryptography in secure systems.  
 

CYB 305            Biometrics Security                                            (2 units)  
Prerequisite – CYB 201  
Introduction to biometrics, brief introduction of digital image processing and 

Matlab in biometric image/signal processing, introduction to biometric 
algorithms and systems with emphasis on any two of the following: Face, 
Fingerprint, Iris, Speech & speaker. Multimodal biometrics, privacy issues and 

other aspects of biometrics, applications of biometrics & future trends. The 
course also addresses such challenging issues ass security strength, 

recognition rates and privacy, as well as alternatives of paswords and smart 
cards. 
 

CYB 307 Information security engineering                                (2 Units) 
System and management view of information security, Requirements for 

information security, Systems-design process and life-cycle security 
management of information systems. Basic policies on information security 
and methodologies. Information-security risk management, security policies, 

security in the systems-engineering process, Laws related to information 
security and management of operational systems. 
 

CYB 309 System security                                                          (3 Units)      

Prerequisite – CYB 201, CYB 202 

Security Principles, Account Security, File System Security, Assessing Risk, 
Risk Analysis, and Encryption. The student’s basic network and operating 

system skills will be expanded to include planning, implementation, and 
auditing of a system’s security package.  Secure design and secure coding 

principles, practices, and methods including least privilege, threat modelling, 
and static analysis. Covers common vulnerabilities such as buffer overruns, 
integer overflows, injection attacks, cross-site scripting, and weak error  

handling with Cloud Computing, Cloud Security Alliance, National Institute of 
Standards and Technology, Information Assurance Framework, Cloud Audit, 

Cloud Management Audit/Assurance Program, Cloud Business Continuity 
Planning. 

 
 

CSC 310: Algorithms and Complexity Analysis                              (3 Units)  
Basic algorithmic analysis: Asymptotic analysis of Upper and average 
complexity bounds; standard Complexity Classes Time and space tradeoffs in 

algorithms analysis recursive algorithms. Algorithmic Strategies: Fundamental 
computing algorithms: Numerical algorithms, sequential and binary search 



21 | P a g e  
 

algorithms; sorting algorithms, Binary Search tress, Hash tables, graphs & its 
representation.  

 
CSC 315: Computer Architecture and Organization II                   (3 Units)  

Memory system, general; characteristics of memory operation.  (Technology-
magnetic recording semi-conductor memory, coupled devices, magnetic 
bubble).  Memory addressing, memory hierarchy, virtual memory control 

systems.  Hardware control, micro programmed control, Asynchronous control, 
i/c control.  Introduction to the methodology of faulty tolerant computing.  
 

CSC 321: Systems Analysis and Design                            (3 Units)  

System Concept; System Development Life Cycle Analysis: Fact gathering 

Techniques, data flow diagrams, Process description data modelling. System 

Design: Structure Charts, form designs, security automated Tools for design.  

 

CYB 399: Students Industrial Work Experience Scheme              (12 Units) 

Student’s Industrial work experience of 6 months’ duration. Students’ reports 

will be presented in a seminar. Students are attached to private and public 

organisations for a period of six months with a view to making them acquire 

practical experience and to the extent possible, develop skills in all areas of 

computing. Students are supervised during the training period and shall be 

expected to keep records designed for the purpose of monitoring their 

performance. They are also expected to submit a report on the experience 

gained and defend their reports. 

CYB 401: Database Management and Control Systems                  (2 Units) 

Pre-requisite – CYB 309 

Introduction: Security issues faced by enterprises, installing a typical database 
product, Security architecture, Operating system security principles, 
Administration of users, Profiles, password policies, privileges and roles, 

Database application security models, Database auditing models, Application 
data auditing, Practices of database auditing. 

 

CYB 403: Systems Vulnerability Assessment and Testing             (3 Units) 

  Prerequisite –   CYB 303 

Overview and Introduction to Cryptography, Mathematical Background, 
Symmetric Cryptosystems, Stream Ciphers, Block Ciphers, Feistel Ciphers, 

Multiple Encryption, DES/AES, Hash Functions, Data Integrity, 
Authentication, MAC, Asymmetric Cryptosystems, Number Theory 
Background, Algorithmic Number Theory, Probabilistic Primality Testing, True 
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Primality Testing, Factoring Integers, RSA, Security of RSA Encryption, 
Security of RSA Key Generation, Discrete Logarithm Cryptographic Schemes, 

Diffie-Hellman, ElGamal, Key Establishment, Identification Protocols, Digital 
Signatures, Public Key Management,  ECC, Quantum Cryptography, Visual 
Cryptography, Lattice Cryptography. 

 

CYB 405 Cloud Computing Security                                             (2 Units)  

Prerequisite – CYB 204  

Introduction to cloud computing, cod computing vendors cloud computing 
threats, cloud reference model. Introduction to data centres: servers, data 

storage, networking and virtualization. Data centre networking, Introduction to 
server virtualization software; VMware, VSphere, Virtual machine management: 

configuration, placement and resource allocation. Power efficiency in virtual 
data centres. Fault tolerance in virtual data centres; The Cloud Cube Model 
and Security for Cloud computing. Security in the Cloud, Cloud Threats, 

Threat Migration, Cloud and Security Risks, Real World Issues with Cloud 
Computing, Cloud Security Alliance, National Institute of Standards and 

Technology, Information Assurance Frame Work, Cloud Audit, Cloud 
Management Audit/Assurance Program, Cloud Business Continuity Planning.  

CYB 407: Information Disaster Recovery                                     (2 Units) 

Prerequisite –   CYB 307 

Disaster Recovery Philosophy, Principles and Planning, Contingency Plan 
Components, Agency Response Procedures and Continuity of Operations, 
Planning Processes, Continuity and Recovery Function, Steps of Disaster 

Recovery Planning, Role of IT and Network Management in Disaster Recovery, 
Developing the Disaster Recovery, Executive Support, DRP Leadership, Cross 
Department Subcommittee, Department Level Teams, Relationship between IT 

and Network Staff with Departments, Planning Team Skill Inventory, DRP 
Team Training, DRP Awareness Campaign, Standards and Regulatory Bodies, 

Assessing Organizational Risk, Documenting Business Processes, Business 
Process Inventory, Identifying Threats and Vulnerabilities, Measuring and 
Quantifying Threats, Risk Reports, Prioritizing systems and Functions for 
Recovery, Classifying Systems, Determination of Backup Requirements. 

CYB 409: VoIP and Multimedia Security                                       (2 Units) 

Introduction to multimedia traffic security. General knowledge and techniques 

for streaming data traffic, such as VoIP and multimedia. The security 

challenges unique to such traffic will be covered in detail, including disruption 
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of service, theft of service, and violation of confidentiality. Relevant data 

encryption and authentication techniques will also be covered in detail. 

CSC 403: Software Engineering                              (4 Units)  

Software Design: Software architecture, Design Patterns, O. O. analysis & 

Design, Design for re-use. Using APIS: API programming Class browsers and 
related tools, Component based computing. Software tools and Environment: 
Requirements analysis and design modelling Tools, Testing tools, Tool 

integration mech.  
 
CSC 411: Artificial Intelligence                                                      (3 Units) 

Introduction to artificial intelligence, understanding natural languages, 
knowledge representation, expert systems, pattern recognition, the language 

LISP.  
 

CSC 499: Project                                                (6 Units) 

Students should embark on work that will lead to substantial software 
development under the supervision of a member of staff 

ELECTIVES 

CYB 411: Security Strategies for Web Application and Social Networks                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          

(2 Units) 

The course will Analyse the impact of the Internet and Web applications on the 

business world,  the evolution of social media and social networking, Compare 

and contrast Web-based risks, common Web site attacks, weaknesses, and 

security best practices, Explain the value and importance of vulnerability and 

security assessments for Web applications, Describe the attributes and 

qualities of secure coding practices, the role and importance of audit and 

compliance to Web application security, the role and importance of quality 

assurance testing for Web applications, Evaluate next-generation challenges in 

securing Web applications and data and Construct a comprehensive lifecycle 

approach to Web application security. 

CYB 413 Enterprise Security and Information Assurance          (2 Units) 

Prerequisite –   CYB 206, CYB 301 

This course addresses the security of e-business and cyber environments from 

an end-to-end perspective, including data center security and access security. 
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The information security phases of inspection, protection, detection, reaction, 
and reflection are emphasized. Topics also include: server and application 

security, virtual local area networks (VLANs), secure access and financial 
transaction techniques, and backup and disaster recovery techniques. 

CYB 415: Forensic Analysis                                                     (2 Units) 

Prerequisite – CYB 205 

Analysis of network and host data.  Review of network traffic logs (pcap, flow 
records) and profiles and their types, identification of attack signatures and 

fingerprints, study of various trace back methods, application of data mining 
techniques, and the extraction of information (e.g., from malware, including 
botnet traffic) acquired through the use of network analysis tools and 

techniques, recovering evidence left behind, and technologies that can be used 
to assist in the analysis of obtained data or in obtaining more data. 
Methodologies for recovering data from persistent storage and memory. 

CYB 417: Threats, Exploits, and Countermeasures                       (2 Units) 

Prerequisite – CYB 309 

Advanced network and host security concepts and mechanisms. Assessing 

vulnerabilities, writing real working exploits for existing systems in a closed 
and controlled environment, developing countermeasures to these perceived 

and real threats. The class will involve a fair amount of programming. Those 
who take the class are expected to be able to program in C/C++, have some a 
solid knowledge of assembly language, and be familiar with network basics and 
programming, as well as modern operating systems (Windows, MacOS, Unix). 

CYB 419: Application Security                                                                                                  

(2 Units) 

This course addresses the design and implementation of secure applications. 
Concentration is on writing software programs that make it difficult for 
intruders to exploit security holes. The course emphasizes writing secure 

distributed programs in Java or other programming language such as python. 
The security ramifications of class, field and method visibility are emphasized 

SECOND SEMESTER  

CYB 402: Fault Tolerant Computing                                             (2 Units) 

Prerequisite – CYB 102, CYB 315 

Introduction and overview of fault tolerant schemes; fault and error modelling; 
test generation and fault simulation; concepts in fault-tolerance; 
reliability/availability modelling; system level diagnosis; low level fault-
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tolerance – coding techniques (basic principles, parity bit codes, hamming 
codes, error detection and retransmission codes, burst error correction codes, 

Reed-Solomon codes, etc.); high-level fault tolerant techniques in systems: 
rollback, check pointing, reconfiguration; software fault-tolerance; fault 

tolerant routing; integrated hardware/software fault-tolerance; redundancy, 
spares and repairs – apportionment, system versus component redundancy, 
parallel redundancy, RAID system reliability, N-modular redundancy; software 

reliability and recovery techniques, network system reliability, reliability 
optimization. 

CYB 404 Cryptography (Algorithms and Applications)                    (3 Units)   

Pre-requisite – CYB 303  

             Overview and introduction to Cryptography, Mathematical Background, 
Symmetric Cryptosystems, streams ciphers, block ciphers, Feistel ciphers, 
Multiple Encryption, DES/AES, Hash Functions, Data Integrity, 

Authentication, MAC, Asymmetric Cryptosystems, Number Theory 
Background, Algorithmic Number Theory, Probabilistic Primarily Testing, True 

Primality Testing, Factoring Integers, RSA, Security of RSA Encryption, 
Security of RSA key Generation, Discrete Logarithm Cryptographic Schemes, 
Diffie-Hellman, ElGamal, Key Establishment, Identification Protocols, Digital 

Signatures, Public Key Management, ECC Quantum Cryptography, Visual 
Cryptography, Lattice Cryptography.   

 

CYB 406: Cyber Law                                                                  (1 Unit) 

Prerequisite –   CYB 208 

This course provides an overview of the legal doctrines and principles that 
apply to the operation and development of computer technology and the 
Internet. Topics include: issues related to jurisdiction, constitutional issues of 

free speech, property rights, e-business, and current developments in 
legislation and case law. 

CYB 408: Information Security Risk Analysis and Management     (2 Units)      

 Prerequisite – CYB 309 

Principles of applied information security management, Governance and 
security policy, threat and vulnerability management, incident management, 

risk assessment and risk management frameworks, information leakage, crisis 
management and business continuity, legal and compliance, security 
awareness and security implementation considerations. ISO 27000 series and 

the Plan-Do-Check-Act model, assessment of threats and vulnerabilities, 
incident response, forensics and investigations, dealing with classified/ 

sensitive data, legal and regulatory drivers and issues, certification, common 
criteria, security awareness, education and training, and practical 
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considerations when implementing the frameworks to address current and 
future threats. 

CYB 410: Ethical Hacking and Reverse Engineering                   (2 Units) 

Prerequisite – CYB 309 

Explores techniques and technologies for understanding the operation of 

malicious software and attacks. Discusses and explores techniques for 
detection, identification and prevention. Presents reverse engineering of code 
and network exploits as a method for understanding and development of 
countermeasures. 

.CYB 412: Special Topics on Information Security                      (2 Units) 

A survey of emerging and leading technologies in the cybersecurity field. The 

aim is to research and evaluate emerging technologies and determine secure 
implementation strategies for best-fit business solutions. Topics include 
evolutionary technology development and adoption in organizations. 

CSC 482: Computer Simulations                                 (3 Units) 

Basic Definitions and Uses, Simulation Process, Some basic statistic 

Distributions Theory, Model and Simulation.  Queues; Basic components, 
Kendal notation, Queuing rules, Little’s Law, Queuing networks, Special/types 

of queues.  Stochastic Processes; Discrete state and continuous state 
processes, Markov processes, Birth-Death Processes, Poisson Processes. 
Random Numbers; types of Random Number Exercises.  

CYB 429: Biometrics Security                                                      (2 Units) 

Prerequisite –   CYB 201 

Introduction to Biometrics, Brief introduction of digital image processing and 

Matlab in biometric image/signal processing, Introduction to Biometric 
Algorithms and Systems with emphasis on any two of the following:  Face, 
Fingerprint, Iris, Speech & speaker. Multimodal biometrics, Privacy issues and 

other aspects of biometrics, Applications of biometrics & future trends. The 
course also addresses such challenging issues as security strength, recognition 
rates and privacy, as well as alternatives of passwords and smart cards. 

CYB 499: Project                                                                         (6 Units) 

Students should embark on work that will lead to substantial software 

development under the supervision of a member of staff. 

ELECTIVES 
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CYB 414: Information Security Models                                         (2 Units)  

Basic concepts, Access control list (ACL), Bell-La Padula model, Biba 

model, Brewer and Nash model, Capability-based security, Clark-Wilson 

model, Context-based access control (CBAC), Graham-Denning 

model, Harrison-Ruzzo-Ullman (HRU), Lattice-based access 

control (LBAC), Mandatory access control (MAC), Multi-level 

security (MLS), Non-interference (security), Object-capability model, Role-based 

access control (RBAC), Take-grant protection model, Protection ring, High-

water mark (computer security). 

CYB 420: Privacy in a Networked World                                        (2 Units) 

Increasing use of computers and networks in business, government, recreation, 

and almost all aspects of daily life has led to a proliferation of online sensitive 

data that, if used improperly, can harm the data subjects. As a result, concern 

about the ownership, control, privacy, and accuracy of these data has become 

a top priority. This course focuses on both the technical challenges of handling 

sensitive data and the policy and legal issues facing data subjects, data. 
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Appendix I 

RULES AND REGULATIONS GUIDING STUDENT CONDUCT DURING 

EXAMINATIONS 

1. The following qualifies students to enter the examination hall; 

a. Student name is on the list provided by the course lecturer 

b. The student is properly and neatly dressed using the school dress 

code for the day of the week. 

c. The student is wearing his/her HUNI identity card with the picture 

part prominently displayed in front. 

d. The men are clean-shaven with low cut hair 

e. The women’s hair is neatly done 

i. No extensions longer than the shoulder-length 

ii. No odd-coloured extensions (only dark brown and black are 

acceptable) 

2. Students must enter the examination hall with only pens, pencils, a 

mathematical set, and a calculator. 

3. No student will be allowed into the hall with extraneous materials 

i. Paper strips with written information regardless of whether 

the information is related to the course or not. 

ii. Telephones 

iii. Earpieces 

iv. Writings on any part of their bodies  

4. Examination starts and ends at the exact time listed on the timetable. 

a. Tardiness is not allowed: Students must be at the examination hall 30 

minutes before the start time listed on the timetable. 

b. Any student who comes late, up to 30 minutes after the examination 

starts, may be allowed into the hall but will not be given extra time. 

5. During the examination;  

a. No communication between the students is allowed. 

b. Students should ensure that they sign the attendance register. That is 

proof that you were indeed in the examination hall. Students should 

ensure that they fill in all information required in the attendance 

sheet (Matric number, course code, course name, script number, 

date, signature, etc). 
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c. No student shall be given an extra sheet unless the invigilator 

examines the answer booklet and confirms that it has been completely 

used. 

d. All rough work must be done on the answer booklet! The student 

should just draw a single straight line across to cancel. Tipex or ‘white 

out’ fluid is NOT allowed. 

e. Students are not allowed to talk to or request ‘help’ with the questions 

or answers from the invigilators or supervisors during the 

examination. 

f. Students are not allowed to leave the examination hall unless it’s an 

emergency 

i. If a student must leave the examination hall, he/she shall be 

accompanied by an invigilator or someone assigned by the 

examination supervisors. 

g. Students should be aware that the Chief Examiner and/or the 

Supervisors shall come into the hall unannounced at any time during 

the examination. 

6. At the end of the examination, the student should ensure that his/her 

script is collected by the invigilator. 

7. The student is prohibited from carrying out, aiding, and abetting direct or 

indirect leakage of examination questions. 

8. It is illegal for a student to ask a course lecturer to change marks to improve 

his/her course grades or for someone else. 

9. No student should allow or aid another student to substitute freshly 

prepared answer scripts for those used during an examination. 

10. No student should Initiate or request the correction of an approved 

result/grade based on false claims. 

 
Appendix II 

THE EXAMINATION BOARD 

1. Chief Examiner is the Vice-Chancellor 

2. Examination Supervisors: 

a. Dr. Antor Odu Ndep 

b. Dr. Helen Uzezi Wara 

3. Examination Officers: 

a. Mr. Anthony Ibe  (Computing & Sciences) 

b. Mr. Amaechi Igharo (Management & Social Sciences) 
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4. Examination Secretariate is Dr. Ndep’s office at the Academic Block 

(labeled HOD Public Health) 

 

ORGANIZATION AND CONDUCT OF EXAMINATIONS 

11. The following qualifies students to enter the examination hall 

a. Student name is on the list provided by the course lecturer 

b. The student is properly and neatly dressed using the school dress 

code for the day of the week. 

c. The student is wearing his/her HUNI identity card with the picture 

part prominently displayed in front. 

d. The men are clean-shaven with low cut hair 

e. The women’s hair is neatly done 

i. No extensions longer than the shoulder-length 

ii. No odd-coloured extensions (only dark brown and black are 

acceptable) 

12. Students must enter the examination hall with only pens, pencils, a 

mathematical set, and a calculator. 

a. No student will be allowed into the hall with extraneous materials 

i. Paper strips with written information regardless of whether 

the information is related to the course or not. 

ii. Telephones 

iii. Earpieces 

iv. Writings on any part of their bodies  

13. Examination starts and ends at the exact time listed on the timetable. 

a. Tardiness is not allowed: Students must be at the examination hall 30 

minutes before the start time listed on the timetable. 

b. Any student who comes late, up to 30 minutes after the examination 

starts, may be allowed into the hall but will not be given extra time. 

14. During the examination;  

a. No communication between the students is allowed. 

b. Students should ensure that they sign the attendance register. That is 

proof that you were indeed in the examination hall. Students should 

ensure that they fill in all information required in the attendance 

sheet 

c. No student shall be given an extra sheet unless the invigilator 

examines the answer booklet and confirms that it has been completely 

used. 

d. Students are not allowed to talk to or request for ‘help’ by the 

invigilators or supervisors during the examination. 
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e. Invigilator is prohibited from allowing a student to substitute freshly 

prepared answer scripts with those he/she used in the examination 

hall. 

f. Students are not allowed to leave the examination hall unless it’s an 

emergency 

i. If they must leave the examination hall, they shall be 

accompanied by an invigilator or someone assigned by the 

examination supervisors. 

g. The Chief Examiner and/or the Supervisors shall come into the hall 

unannounced at any time during the examination. 

15. At the end of the examination;  

a. The invigilators and examination officer must ensure that the number 

of scripts tallies with the number of students who wrote the 

examination. 

b. The scripts, attendance register, and question paper must be neatly 

placed into an envelope. 

c. The Examination officer takes the envelope to the secretariat 

d. The course lecturer is given the envelope in the presence of the 

examination supervisors. 

16. The course lecturer is prohibited from; 

a. Carrying out, aiding, and abetting direct or indirect leakage of 

examination questions to students. 

b. Helping students to answer questions during an examination. 

c. Changing marks to pass or victimize a student. 

d. Allowing or aiding a student to substitute freshly prepared answer 

scripts for those used during an examination. 

e. Initiating or requesting correction of an approved result/grade based 

on false claims. 

f. Withholding or destroying a script or grade to enable a student to 

qualify for a (special) supplementary examination. 

 
 

 
 

 

 

 

 


